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MeToAnYeCcKe PeKOMEHAALMN O Pa3MeLLEHNN HA MHPOPMALMOHHbIX CTEHAAX,
ouLManbHbIX MHTEPHET-CATAX M APYrUX MHPOPMALMOHHBIX pecypcax
06Le06pa3oBaTe/IbHbIX OPraHU3aunii U OpraHoB, OCYLLECTBASAIOWMNX yNpaB/ieHne B cepe

o6pasoBaHUK, MHPOpMaLMy o 6e30MacHOM MOBEAEHMM U UCMO/Ib30BAHUMN CETU «HTEPHET»

JkcnepTaMn U YneHamn BpemeHHoOM Kommccum CoeTa Pefepauun MO PasBUTUMIO
MH(OPMALMOHHOrO 06LecTBa B pamMKax BbINO/HEHUA PEKOMeHJauuin  napnaMeHTCKUX
CNyWaHnin  «AKTya/lbHble BOMPOCbl  06ecneyeHnss 6e30MacHOCTU W pasBUTUA [eTein B
MH(OPMaLMOHHOM MPOCTPaHCTBe», KoTopble nponn B CoseTe ®efepaumn 17 anpens 2017 r.,
Obl  pa3paboTaHbl METOAMYECKME pPeKOMeHZaUMn O pasmeLleHMM Ha  MH(OPMAaLMOHHBIX
CTeHAaX, O(pUUMaNbHbIX  WHTEpPHET-caTax U ApYyrMx  MH(OPMAaUMOHHBLIX  pecypcax
06LLe06pa3oBaTe/ibHbIX OpraHu3auuini M OpraHoB, OCYLUECTB/AIOWMX YrpaB/ieHne B cdepe
06pa3oBaHNs, MH(popMauMm 0 6e30nacHOM MOBEAEHWN W UCMONb30BaHUN CETU «/IHTepHeT»
(natee - mMeTOAMUECKME PEKOMEHZALMN).

MeToguyeckne pekoMeHZauMn HanpaeneHbl Ha KauyeCTBEHHOE MOBbILEHNE YPOBHS
MHOPMALMOHHOK  1eaTeNbHOCTM  06LLle0bpatoBaTelbHbIX  OpraHM3aUuuini -~ M OpraHos,
OCYLLECTB/IAIOLMX YrpaBneHne B cdhepe 06pa3oBaHms, B 4aCTV MH(OPMUPOBAHUS YUaLLMXCS, UX
poauTeneli (3aKOHHbIX NpeacTaBuUTeNeld) 1 Negarornyecknx paboTHNUKOB 06 OCHOBHbIX acrekTax
MH(OPMaLMOHHON 6e30MacHOCTH.

MeToguueckne pekomeHZauMyM MO3BONAT 06Lleobpa3oBaTeNbHbIM — OpraHu3aumusaM  u
opraHam, OCYLLECTBMAOWMM Yrnpas/ieHne B Cepe 00pasoBaHMs, aKTyaInsnpoBaTh YiKe
NCMOoNb3yeMble 1 pasMeLLeHHbIE MH(OPMALMOHHbIE MaTepuasbl, TaK Y NOATOTOBUTL UX B Cyyae
MX OTCYTCTBUSA C YUYETOM JyHLUNX NPaKTUK U PEKOMEHALMIA.

B pamkax MeToAnM4eckux peKoMeHaauuii paccMaTprBaroTCs CrefyoLme NHCTPYMEHTDI:

1 WHMOPMALUMOHHbIE CTEH/DI;

2. ohuumasbHble MHTEPHET-PECYpPChI;

3. cpeAcTBa MaccoBoi MH(opmaummn (LLKOMbHbIE raseTbl, Mejarornyeckue m3gaHus
n gpyrue).

VHhopMaLyoHHbIe CTeH/b!
Ha  WHMOpMaumoHHbIX  CcTeHZax B 00Lleobpa3oBaTefibHbIX  OpraHv3aumsx,
pacnonoXeHHbIX B (oiie yupexgeHuidi M B KabMHEeTaX, OCHAWEHHbIX MepCOHaIbHbIMM

YCTPOICTBaMM A1 BbIXOAA B CETb «VIHTEPHET», PEKOMEHAYETCS Pa3MeCcTUTb MH(POPMALMOHHbIE



NamsTKW, CofepXKaliye OCHOBHble COBETbl HO 06ecneyeHnto MH(POPMaLMOHHON 6e30MacHOCTH
yyaLyxcs.

B npunoxeHun Nel K MeTOAMYECKUM pPeKOMeHAaLMsM npeacTaBneH obpasel, naMsTKu
ANs pas3MeLLeHNs Ha MHKOPMALIMOHHBIX CTeHAAX.

CpeacTBsa MaccoBoi MH(hopmauum

B cpeactBax  MaccoBoW  MH(OpMauuu, OPMEHTMPOBAHHBLIX Ha  00yuvaroLmXcs,
PEKOMEHAYETCS B TeYeHMM Y4ebOHOro roga perynspHo ny6amMkoBaTb MH(OPMaLMOHHbIE
maTepuabl, MOCBALLEHHblE OTAEeNbHbIM acnekTaM WMH(OPMaLMOHHOW 6e30MacHOCTM, a Takxe
pa3NnyHble NaMATKN OBLLEro xapakrepa.

B cpefctBax MaccoBoM  MH(OpPMAuMW, OPUEHTUPOBAHHbLIX Ha  NeAaroruyeckyto
O6LLECTBEHHOCTb, PEKOMEHAYeTC B TEYEHWM Ka/leHAApHOro roja pPerynspHo ny6nmMKosaTb
MH(OPMALMOHHbIE  MaTepuasibl, MOCBALLEHHbIE OTAEMbHbIM  acrnekTam  MH(HOPMaLVOHHOM
6e30MacHOCTN KakK HECOBEPLUEHHOMETHMX, TaK 1 00LLE06pa30BaTe/lbHbIX OpraHu3aLUnii, a Takke
pa3inyHble NamsaTKW, 0630pbl HOPMATMBHO-NPABOBOrO  PErynMpoBaHWs [aHHOM cdepbl U
MH(OPMALMIO 0 aKTyaslbHbIX MEPOMPUATUAX U COObITUAX B JaHHOW cdepe.

B xome npoBeaeHuss EauMHOro ypoka mno 6e3onacHOCTM B CeT  «/IHTepHeT»
peKomeHzyeTcs 06ecneynTb BbIMYCK TEMATUYECKOr0 BbiNMyCKa CpeiCcTBa MacCoBOM MH(opMaLmm
6o cepuy NybAMKauuu, Cpean KOTOPbIX PacCMOTPeTb OpraHu30BaHHble MeponpuAaTUs A

obyvaromxcs,  MX  poauTeneid  (3aKOHHbIX — NPeACcTaBUTENein) M nefarormyeckom
006LLIECTBEHHOCTM.

OdmupansHele VIHTepHeT-pecypehbl
O6Leobpa3oBaTte/lbHbIM - OpraHM3aumaM  peKOMeHAYeTCs Ha  CBOMX  O(uLMabHbIX
NHTepHeT-pecypcax obecrneunTb (hyHKLMOHMPOBaHWe CaMoCTOATE/IbHOr0 7
creumanu3MpoBaHHOro pasgen  «VHgopmaumoHHas 6e30MacHOCTb», B paMKax KOTOporo

npesycMOTPETb PasMeLLEeHNe CReLyHoLLE MHOPMALIMK:

No Pasgen/noppasgen dopmat Cofep>xaHue maTepunasnos
npeacrtaBfieHNA
MaTepuanos
1 JlokanbHble HOpMaTUBHbIE Konuu JOKYMEHTOB B Pa3MeLLaloTcs Konuu
aKTbl B c(hepe obecneyeHuss  copmate *PDF [OKYMEHTOB, T.e, CKAHMPOBaHHbII
VH(OPMALMOHHOM BapuaHT JOKYMEHTa,
6esonacHocTu

COOTBETCTBYIOLLMIA TpeboBaHWAM



obyyalLmtoLLmXCcs

' HopmatumsHoe Konuu 1OKyMeHTOB B
perynnposaHue thopmate *PDF
Megarornyecknm TekcT Ha cTpaHuLe
paboTHUKaM caita

Konuun JOKyMeHTOB B
(hopmare *PDF
Ob6yuatoLmmcs TeKCT Ha CTpaHuue

calita

Pogutenam (3aKOHHbIM
npesacTaBUTENAM)
o6yyaroLmxcs

[JeTckne 6e3onacHble CaiTbl

TeKcT Ha cTpaHuLe
caira

TekcT Ha cTpaHuLe
caliTa

K napameTpam CKaHUPOBaHWUS.
Pa3meLLaloTca JOKYMEHTbI,
pernameHTVpyoLLve
opraHusauuio 1 paboty ¢
MepcoHa/IbHbIMUN JaHHbIMU,
nnaHbl MEPONPUATWIA NO
06ecrneyeHno MHPOPMALIMOHHON
6e30MacHOCTV 00yYaroLLMXCA 1
apyrue.

My6nKyrOTCS aKTyaslbHble
cBefeHuns 06 (efepanbHbIX 1
pernoHabHbIX 3aKOHaX, MUCbmax
OpraHoB BflaCTu W apyrue
HOPMaTUBHO-MPaBOBble
[OOKYMEHTbI, perfaMeHTupyoLLme
obecrieveHne MHHOPMALMOHHOA
6e3onacHoCTM
HECOBEPLLEHHO/IETHUX.
JonyckaeTca BMECTO KOMuiA
pa3MeLLaTb rMnepccbiikn Ha
COOTBETCTBYIOLLME JOKYMEHTbI Ha
caliTax opraHoB rocyapCTBeHHOM
BNacTu.

Pa3meLLatoTca MeToAnYeckme
peKOMeHJaLMn 1 yKasblBaeTcs
MH(opMaLWs 0 MEPONPUATUSX,
MpOoeKTax v nporpaMmax,
Harnpas/eHHbIX Ha MOBbILLEHe
MH(OPMaLMOHHOW rPpaMOTHOCTH
nesfarormyeckmx paboTHUKOB.
Pa3meLLaeTca VH(opMaLoHHas
namaTka (npunoxxeHve Ne2) un
yKa3blBaeTcs MHhopMauus o
MepOonpuATUAX,MpoeKTax u
nporpamMmax, Hanpae/neHHbIX Ha
MOBbILLIEHNE UH(OPMALIMOHHOIA
rPamoOTHOCTY 00YYarOLLMXCS.
PasmeLlaeTca MH(pOpMaLMOHHasA
namaTtka (npwaoxeHue Ne3).

Pa3melLiaeTcs MHpopmalms o
PEKOMEHAYEMbIX K
MCNOMb30BaHUIO B Y4E6HOM
npouecce 6e30nacHbIX canTax,
6aHHepbl 6e30NacHbIX AETCKUX
CainTos.

OpraHam, OCYLLECTBASAIOWMM YyrnpaBneHne B ctepe 06pa3oBaHMs, PeKOMeHAYeTcsl Ha

CBOMX O(huLmanbHbiX VIHTEpHET-pecypcax 06ecneunTb (DYHKLMOHMPOBaHWE CamMOCTOSTENbHOTO

W CMeLManm3MpoBaHHOro pasgen «VHpopMaLMoHHas 6e30MacHOCTb», B paMKax KOTOpOro
npesycMOTPeTb pa3MeLLieHre CeLyHoLLei HhopMaLmm:



MpunoxeHne Nel. MamAaTKa g4ns obyvarowmnxcsi 06 MHPOPMaLMOHHON 6e30NacHOCT geTel

HE/b3A
1 Bcem nogpsg coobuatb CBOK YacTHYK MHGopmauuio (HacToswme ums, (GaMuiunio,
TenedoH, agpec, HOMep LLUKO/bI, a Takke oTorpagmm cBou, CBOe CeMbM U Apy3ei);
2. OTKpbIBaTb BIOXeEHHbIe (hali/ibl 31IEKTPOHHOM NOYThI, KOrAa He 3Haellb OTMpaBUTeNs;
3. pybutb, NpuAMpPaTbCA, OKasblBaTb JaB/eHNe — BECTU Ceb HEBEX/IMBO Y LLPECCUBHO;
4. He pacnopskaiica [eHbramMy TBOe cembl 6e3 paspelleHus cTapwmx - Bcerfa
crpalumBain poauTenei;
5 He BcTpeuaiicas ¢ WHTepHET-3HAKOMbIMA B pea/lbHOW >KU3HW - MOCOBETYMCH CO
B3POC/IbIM, KOTOPOMY [j0BEpPSieLLb.
OCTOPOXHO
1 Hc Bce nuwyT npaay. YUnTaewb 0 cebe HenpaBay B VIHTepHeTe — COO6LLUM 06 3TOM
CBOVIM POAUTENIAAIM W/IN OMEKyHaM;
2. Mpurnawatot nepenncbIBaTbCs, UrpaTb, 0OMEHNBATLCA - MPOBEPb, HET /N MOABOXA;
3. He3akoHHOe KonupoBaHue (halinios B IHTEpPHeTe - BOPOBCTBO;
4. Bcerpa pacckasblBaii B3poc/ibiM 0 NpobsieMax B CETU - OHW BCerga nomoryT;
5. Mcnonb3yi HacTpoinku 6e30nacHOCTM M MNPUBATHOCTU, 4TOBbI He MNOTEpATb CBOM
aKKayHTbl B COLICETAX W ApYruX rnoprasiax.
MO>XXHO
1 YBaxali gpyrvx nonb3oBatesneil;
2. Monb3yelubcs VIHTEPHET-UCTOYHNKOM - AENail CCbIIKY Ha HEro;
3. OTKpbIBall TOMbKO Te CCbINIKWA, B KOTOPbIX YBEPEH;
4. O6uaTbcA 3a MOMOLLbIO B3POC/bIM - POAWTENN, OMEKYHbl W aAMWHUCTpauus CcaliToB
BCera nomoryr,
5. Tpoiign obyyeHne Ha caiiTe «CeTeBMYOK» 1 NMOMyYM NacropT LM(POBOro rpaxaaHnHa!



Mpunoxexue Ne2. MIH(opmaLnoHHas naMmaTka Ana obyvaroLmxcs 418 pasMeLleHms Ha
ouumansHbiX MIHTepHeT-pecypcax

C KaXOblM rogomM MOMOAEXN B MHTEPHETE CTaHOBUTLCA 60/blLLIE, a LUKOMbHUKM oAaHn 13
CaMbIX aKTMBHbIX MO/b30BaTENEN PyHeTa. Me>K,qy TeéM, NMOMWUMO OrpOMHOro KonnyecTBsa

BO3MOXXHOCTEM, WMHTEPHET- HECET ¥ NpobneMbl. ITa NamaTKa AO/MKHA NOMOYb Tebe 6e3onacHo
HaxXOAMTLCA B CETH.

KomMnbioTepHbIe BUPYChI

KoMMNblOTEpPHbIA ~ BUMPYC -  3TO  Pa3HOBWAHOCTb  KOMMbIOTEPHBIX  MPOrpamm,
OT/IMUNTENBHOM  OCOGEHHOCTLID  KOTOPO  ABNSETCA  CMOCOGHOCTb K pasMHOXEeHMt0. B
[OMONMHEHVE K 3TOMY, BMPYCbl MOTYT MOBPEAUTb WM MOMHOCTBIO YHUUTOXMTb BCE (haiisbl U1
JaHHble, NMOAKOHTPO/IbHbIE MO/b30BATENIO, OT MMEHM KOTOPOro Gblia 3amylieHa 3apakeéHHas
nporpaMma, a Takxe MOBPEeAUTb WM [aXe YHWUTOXUTb OMepalMoHHYH CUCTEMY CO BCEMM
(haiinamu B LEenoM. B 6ONbLUMHCTBE CyyaeB PacnpoCTPaHATCA BUPYChI YePE3 UHTEPHET.

MeToAb! 3aWmThl OT BPELOHOCHbLIX MPOrpamm:

1 Wcnonb3yii cCOBpeMEHHbIE OMepaLMOHHbIE CUCTEMbI, VMEOLLME CepbE3HbIA YPOBEHb
3alMTbl OT BPELOHOCHBIX MPOrpamMm;

2. TlocTOsHHO ycTaHaB/MBail MavTv (UMgpoBble 3aniaTky, KOTOpPble aBTOMAaTUYecKu
yCTaHaB/MBAKOTCS C LEeNbio [0pabTKM nporpaMmbl) U Apyrve O6HOBNEHUS CBOEN
onepaumoHHOR cuc TeMbl. CKaumBali UX TONbKO C 0(PMLUMa/IbHOIO caiiTa paspadboTumka
OC. Ecnu cyLLEeCTBYET PEXNM aBTOMATUYECKOTO OOHOBMEHNS, BKMHOUYN €rO;

3. Paborali Ha CBOEM KOMIMbIOTEpe Moj npasamu Nosib3oBaTtens, a He afMMHUCTpaTopa.
JTp He NOo3BOMMT OO/BLUMHCTBY BPELOHOCHbLIX MPOrpaMm WHCTaNIMPOBaThCA Ha
TBOEM MePCOHa/IbHOM KOMMbIOTEPE;

4. Mcnonb3yil aHTUBMPYCHbIE MPOrpamMMHbIe NMPOAYKTbI N3BECTHbIX MPOU3BOAUTENEN, C

aBTOMaTUYeCKUM 0OHOBIEHNEM 6a3;

OrpaHnyb (hM3NYeCcKnin AOCTYN K KOMMbIOTEPY ANA MOCTOPOHHUX L,

6. cnonb3yii BHELLHWE HOCUTENN MHA(OPMaLIMK, TakMe Kak (preLka, AuCcK uam dainn us
WHTEPHETA, TO/IbKO M3 NMPOEPEHHbIX NCTOYHUKOB;

7. He OTKpbIBail KOMMbOTEPHblE (haiisibl, NOMYYeHHbIE U3 HEHAAEXHbLIX WMCTOUYHWKOB.

Jaxe Te ainbl, KOTOpble NPUCAAT TBOW 3HAKOMbIA. Jlydlle YTOYHU Y HEro,
OTNPaBsAN /M OH Tebe UX.

o

CeTun WI-FI

Wi-Fi - 3TO He BMA nepefayn faHHbIX, He TEXHOMOrMs, a BCero fnMlb 6peHs, mapka. Ele
B 1991 rogy HuaepnaHACKas KoMmnaHus 3apeructpuposana 6peHs «WECA», 4to 0603Ha4ano
cnoocoyeTaHue «Wireless Fidelity», KOTOpbI NepeBOAUTCS Kak «6ecrpoBOAHas TOUHOCTbY.

[o Hawero BpemeHW paowna Apyras abopeBuaTypa, KOTOpas SBASETCS Takol ke
TexHonorvieid. 31o ab6pesmatypa «Wi-Fi». Takoe Ha3BaHWe ObIsI0 4aHO C HAMEKOM Ha CTaH4apT
BbICLLIMIA 3BYKOBOM TexHMKU Hi-Fi, 4To B nepeBoje 03HaYaeT «BbICOKAs TOUHOCTb».

[a, 6ecnnaTHbIn UHTEPHET-AOCTYN B Kage, OTensx M aspornoprax ABNSETCS OT/IMYHOM

BO3MOXXHOCTbH\bIX0Zla B MHTEPHET. HO MHOrMe 3KCMePTbl CUMTAKOT, YTO 06LLeaoCTyNHbIe Wi-
Fi ceTn He ABNAOTCA 6€30MacHbIMM.

CoseTbl Mo 6e30nacHOCTM paboTe B 06Lef0CTYMHbIX ceTax Wi-fi:



He nepenaBaii CBOKO NNYHYIO MHADOpMaUMIO 4depe3 obuleaocTynHble Wi-Fi cetn.
PaboTast B HWX, XenaTtefbHO He BBOAWTb Maponu [OCTYNa, JIOTWHbI U Kakue-TO
HOMepa;

cnonb3yii 1 06HOBNSAN aHTUMBMPYCHbIE NMporpaMmbl 1 6paHamMayep. Tem cambiM Tbl
o6e3onacuLlb cebs OT 3aKauku BUpYyca Ha TBOE YCTPOMCTBO;

Mpn wucnonb3oBaHun Wi-Fi oTkmoum dyHKumio «O6wmii goctyn K haitnam u
npuvHTEpam». JlaHHas (QYHKUMA 3akpbiTa M0 YMO/YaHUKO, OAHAKO HeKoTopble
Mo/b30BaTE/NM aKTUBMPYHOT eé 18 yA006CTBa UCNO/b30BaHUA B paboTe unu yuebe;

He uncnonb3yii ny6nmunbin WI-FL ans nepefayn MMYHbIX AaHHbIX, Hanpumep Ans
BbIX0/a B COLMasIbHbIe CETU WY B 3/IEKTPOHHYHO MOYTY;

Mnonb3yin TOMbKO 3alyilieHHOe coefuHeHue uvepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb6-afpeca BBOAW MMEHHO «https://»;

B Mo6unbHOM  TenedpoHe  OTKMOUM  (OyHKUMO — «[logknoveHne K Wi-Fi

aBTOMaTUYeCKM». He fonyckaii aBTOMaTUYECKOro NOAKIOUYEHNA YCTPOCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

CoupnarbHble ceTu

CoupanbHble CETU aKTMBHO BXOAAT B Hallly XM3Hb, MHOTVE /OAU PabOTarOT U XKMBYT
ram nocTosHHO, a B Facebook y»e 3aperucTpupoBaH MWAMapg YeNoBeK, UTO SBNSETCS OfHO
cefibMOli BCex >KuTeneli MnaHeTbl. MHOrve Mo/b30BaTeNM He MOHMMAOT, YTO MHKOPMAaLMS,

pasMeLleHHas UMK B COLMabHbIX CETAX, MOXET 6bITb HaifeHa 1 1CNoMb30BaHa KeM YrogHo, B
TOM ymcne He 0653aTeNbHO C 6NarMm HaMePEHUSAMM.

OCHOBHbIe COBETbI M0 6e30MacHOCTM B COUMATbHbIX CETAX:

1

2.

OrpaHu4yb CMWUCOK Apy3eil. Y Tebsi B APY3bsSX He AO/MKHO ObiTb CAyYaliHbIX K
He3HaKOMbIX NHOJEN;

3awmuialri CBOK YaCTHYH >XM3Hb. He ykasbiBai naponu, TeneoHbl, agpeca, paty
TBOEr0 POXAEHVS W APYTYH JINYHYK MH(OPMaUMio.  3M10YMbILWIEHHUKA MOTyT
MCNOMb30BaTh faXe WMHHOPMAaLMIO O TOM, KakK Tbl WU TBOW POAMTENIN MNNaHUpyeTe
MPOBECTU KaHUKY/b;

3aumiaii cBOK penyTaumio - AePXU ee B YACTOTe U 3afaBail cebe BONpoc: XoTen Obl
Tbl, UTOObI Apyrue Nosb3oBaTeNIM BUAEN, YTO Thl 3arpyaelb? Mogymain, npexxae
4eM YTO-TO Ony6/IMKOBaTb, HaMMCaTb W 3arpysuThb;

Ecnmn Tbl roBOpuLb C NHOABMM, KOTOPbIX HE 3Haellb, He MCMO/b3yil CBOe peasibHoe
UMS U OPYTYHO JIMYHYIO WMH(OpMaUMK: UMS, MECTO >KUTENbCTBA, MECTO y4yebbl u
npouee;

W36eraii pasmeleHns oTorpadmin B VIHTepHeTe, rae Tbl N306paXKeH Ha MECTHOCTW,
Mo KOTOPO MOXHO OMpeAennTb TBOe MECTOMOOXKEHUE;

Mpn perncTpaymmn B COLMaIbHON CETU HEOOXOAUMO MCMO/b30BaThb C/IOXHbIE NapoK,
cocTosLme 13 6YKB 1 LGP 1 C KOIMYECTBOM 3HAKOB He MeHee §;

[ns coumanbHO CeTw, NoYThbl U APYrMX CaNTOB HEOGXOAMMO WCMOMb30BaTh PasHble

naponun. Torga ecnm Tebs B3/IOMAKOT, TO 3/10YMbILLEHHWUKN MOMyYaT AOCTYN TO/bKO
K O[]JHOMY MECTY, a HC BO BCe Cpa3y.

ONEeKTPOHHbIE [eHbIn

ONEeKTPOHHbIE [IeHbMM — 3r0 OYeHb YAOGHbIA Croco6 mnaTexeld, 04HAKO CyLLeCTBYHOT
MOLLIEHHUKM, KOTOPbIE XOTAT MOMYYNTb 3TN AEHBIU.

SNEKTPOHHbIE AEHbIM MOSBUIMCL COBCEM HEAABHO M MMEHHO 13-3a 9TOTO0 BO MHOMMX
rocy/lapcTBax fjo CVX Mop He MPOMKCAHO MPO HUX B 3aKOHAX.

1


https://%c2%bb

B Poccum e OHM (DYHKLMOHMPYIOT U O HUX YXKe MPOMMCAHO B 3aKOHe, rAe WX
pa3fenstoT Ha HECKONbKO BWAOB - AHOHWUMHbIE M He aHOHWMHble. PasHuua B TOM, 4TO
aHOHVMHblE - 3TO Te, B KOTOPbIX Pa3peLUaeTcsi MpPOBOAWTL onepaumn 6e3 uAeHTUdMKaumum
MoNb30BaTeNs, a B HEaHOHUMHBIX MAEHTU(MKALMM NONb30BaTeNs ABSAETCA 0653aTe/NIbHOIA.

Takke cnefyeT pasnuyaTb 3MEKTPOHHbIE (MaTHble AeHbr (PaBHbl rOCYLAPCTBEHHLIM
Ba/1OTaM) M 3/1eKTPOHHbIE HemaTHbIe feHbrv (He paBHbI rOCY4APCTBEHHLIM Ba/lOTaM).
r

OCHOBHbIe COBETbI M0 6e30MacHOI paboTe C ANEeKTPOHHLIMU AeHbramu;

1 TMpuBsXK K CYETY MOOGWbHBIA TenedoH. ATO camblil YAO6HBINA M BbICTPbIA CNOCO6
BOCCTaHOBWUTb [OCTYN K cueTy. [MpuBA3aHHbLIA Tene)oH MOMOXET, ecrv 3abyfellb
CBOI NnaTeXHbIA Naponb UK 3aifelllb Ha CalAT C HE3HAKOMOIO YCTPOICTBA;

2. Wcnonb3yin ofHopasoBble naponu. locne nepexofa Ha YCWIEHHYH aBTOpU3aLuio
Tebe yxxe He ByZeT yrpoXaTb ONMacHOCTb KpaXku UKW nepexsara nnaTexHoro napons;

3. Bbibepu CnoxHbIi naponb. [pecTynHvkam OyaeT He MNpOCTO yragaTb CHAOXKHbIN
naposib. HazeXxHble naposm — 310 Naposun, KOTOopble COAepXar He MeHee 8 3HaKOoB U
BK/IIOYAIOT B CeBA CTPOUHbIE W NPOMUCHbIE OYKBbI, L(PbI N HECKOMbKO CYMBOJIOB,
Takue Kak 3HaK flonnapa, (pyHTa, BOCKIMLUATE bHbIM 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOV NMYHbIE AaHHbIE Ha CaiiTax, KOTOPbIM He [oBepsieLlb.
i

ONeKTPOoHHasA noyTa

SNeKTPOHHas NoYTa — 3TO TEXHOIOTMA Y NPELOCTaBNSEMbIE €10 YCYTW MO NepechlKe 1
MO/YYEHUIO 3/IEKTPOHHBIX COOOLLEHWIA, KOTOpble pacrpesieniatoTcA B KOMMbHOTEPHOW CETW.
O6blM4HO ~ 3NIEKTPOHHbIA  MOYTOBLIA  AWMK  BLIFSAUT  Crefyrowym  obpasom:
MMS_N0Mb30BaTeNna@ums_oMeHa. Takoke Kpome rnepefays MpOCTOro TekcTa, WMeeTcs
BO3MOXXHOCTb NepejaBaTtb (haibl.

OCHOIIBHbIe COBeTbI N0 6e30nacHoi paboTe C 3NEKTPOHHON NOYTOM;

1 Hapo Bbi6paTb NpaBW/IbHbIA NOYTOBbIVA CepBUC. B MHTEpPHETE eCTb OFPOMHbIA BbIGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, OAHAKO /yulle JOBEPSTb TEM, KOTO 3Haellb W KTO
NEepBbLIA B PEATUHTE;

2. He ykasblBali B /IMYHOIN NOYTE NIMYHYKO UH(OPMauuio. Hanpumep, nydlle BbibpaTb
«MY3blKabHbIA_(haHaT@>» nnn «pok2013» BMeECTO «TeMal3»;

3. Vicnonb3yi ABYX3TanHyo aBTopu3aumio. 3TO KOrga moMMMO Maponst HY)XXKHO BBOAWTb
Kog, Npucbinaemblit HO SMS;

4. Bblbepn CNOXHbIA Naponb. [N KaXaoro NoYTOBOrO AWMKa AO/MKEH OblTb CBOWA
HaZieXXHbIl, YCTOWUMBbLIA K B3/1OMY Naposb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOW /IMYHbIA BOMPOC, WUCMOMb3Yyh 3Ty
BO3MOXHOCTb;

6. Mcnonb3yinl HECKONMbKO MOYTOBbIX AWMKOB. [lepBbli AN 4acTHOM Mepennckn C
afipecataMy, KOTOPbIM Tbl [OBepsellb. OTO 3/EKTPOHHbLIA  afpec HC Hajo
1CMNO/b30BaThb NPU PerncTpaumm Ha popymax u camrax;

7. He oTKpbIBail (haitnibl ¥ Apyrue BAOXKEHWUS B NUCbMax AaXe eCNd OHW MpULIn ot
TBOMX ApY3eid. Jlyule YTOUHM Y HUX, OTMPaBAAAN /N OHX Tebe 3Tn (halinbl;

8. TMocne okoHYaHWs paboTbl Ha MOYTOBOM CePBWCE MNepes 3aKpbiTUEM BKMaAKW C
caliToM He 3a0y/ab HaXaTb Ha «BbIATW».

i
%
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KnbepOynvHr nam BupTyaibHOe 13aeBaTeNbCTBO

Knbepbynnmkr — npecnefoBaHne COOOLLEHVAMK, COAepXKallMMKU  OCKOPOIeHNs,

arpeccuto, 3anyrmBaHue; Xy/nuraHcTBO; COLMasibHOe GOMKOTMPOBaHME C MOMOLLBHO Pa3/INUHbIX
VHTEPHET-CEPBICOB.

OCHOBHble COBETbI N0 60pbbe C KN6epOYNINHIOM:
1 He 6pocaiics B 60i. Jlyywnii cnocob: NOCOBETOBATLCA Kak Cebs BECTW W, eCv HET
TOro, K KOMy MOXHO 006paTuTbCs, TO BHayane YCrnoKouTbcA. Ecnm Tbl HauHelwb

0TBeYaTb OCKOPONEeHMAMU Ha OCKOpOMeHWs, TO TONbKO elle 6GO0Mblue PasodOKellb
KOH(/NKT;

YnpaBnsii CBoeli KnbeppenyTaumeil;

3. AHOHMMHOCTb B CeTM MHUMAas. CyLLECTBYIOT CMoC0Obl BbISACHWUTb, KTO CTOWUT 3a
AHOHWMHBIM aKKayHTOM;

4. He CTOWT BECTW XYNUFaHCKUIA 06pa3 BUPTYaIbHOM YKU3HU. VIHTEPHET (IMKCMpyeT Bce
TBOW [IENCTBMS N COXPAHSIET UX. YanuTb NX OYyAET KpaiiHe 3aTPYAHUTENbHO;

5. Cobntogali CBOIN BUPTYa/lbHYHO YeCTb CMOJIOAY;

6. WrHopwpyii eauvHWYHbLIA HeratvB. OfHOPa30Bble OCKOPOUTENbHbIE COO06LLEHUS
Nyuwe nrHopuposatb. O6bIMHO arpeccus NPeKpaLLaeTcs Ha HavyalbHOW CTaguu;

7. bBaH arpeccopa. B nporpammax o6MeHa MFHOBEHHbLIMU COOBLLEHMAMM, B COLMAIbHbLIX
CeTAX ecTb BO3MOXHOCTb O/IOKMPOBKW OTMNPaBKW COOOLLUEHMIA C OnpeaeneHHbIX
afpecos;

8 Ecmm  Tbl cBuaeTenb KubepbynnuHra. TBOWM  AeACTBMS;  BbICTYNUTL  MPOTUB
npecnegosartens, rokasatb eMmy, YTO ero [eliCTBMS OLEHWMBAOTCH HeraTuBHO,

noaaepXaTb >KepTBY, KOTOPOW Hy)XXHAa MCMXOMOrMyeckast MOMOLLb, COOBLUMTD
B3POC/IbIM O (haKTe arpecCMBHOIO MOBEAEHMUS B CETU.

N

Mo61nbHbBIA TenedoH

CoBpeMeHHble  CMapT(OHbl 1 NMaHLLETbl COAepXaT B Ccebe BrMO/HE B3POC/blid
(YHKUMOHaN, M Tenepb OHWM MOFYT KOHKYPMPOBaTb CO CTaLOHAPHLIMW KOMMbHOTEPAMM.
OpfHaKo, CpeacTB 3alyTbl AN NOLOBHBIX YCTPOWCTB MOKa OYeHb Mano. TecTupoBaHWe 1 MOUCK

YA3BUMOCTE'B HAX MPOMCXOAUT He TaK WUHTEHCUBHO, Kak and MK, To e caMoe KacaeTcs u
MOGW/bHBIX NPUIOXKEHWIA.

CoBpeMeHHble MO6WbHbIE Gpay3epbl Yxke NMPaKTUYECKN AOTHA/IN HACTOMbHbIE aHaIoru,

OAHaKO pacwmpeHne (yHKUMOHaNA BneyeT 3a COO0M 6GOMbLIYH CMOXHOCTL U MEHbLUYH
3alMLLEHHOCTD.

[Jlaneko He Bce NPOW3BOAWTENN BbIMYyCKAOT OGHOB/EHMS, 3aKPbIBAOLLME KPUTUYECKME
YS3BUMOCTY [1151 CBOWX YCTPOWCTB.

OCHOBHbIe COBeTbI /1 6e30MacHOCTU MOOWBHOTO TeneoHa:

1 Hwuuero He sBNseTCA MO-HacTosLeMYy 6GecnsiaTHbIM. Byab OCTOPOXEH, Befb Korja
Tebe npegnaraloT OGecrnnaTHbI KOHTEHT, B HEM MOrYT ObITb CKPbITbl KaKue-TO
nnaTHble yCnyru;

2. [ywmaii, npexge yem otnpasuTb SMS, (oro nwm Buaeo. Tbl TOYHO 3HaELLb, Ae OHU
OyLyT B KOHEYHOM mTOre?

Heo6xoa1Mo 06HOBNATL OMEpaLYOHHYHO CUCTEMY TBOEro CMapT(OoHa:

cnonb3yii aHTUBMPYCHbIE NPOrpaMmbl 411 MOOU/IbHBIX TeNe()OHOB;

> w



5. He 3arpy»ain NpunoXxeHns 0T HEM3BECTHOrO UCTOYHWMKA, Beflb OHWU MOTYT COAepXaTb
BPeAOHOCHOe MporpaMMHOe 06ecrieyeHue;

6. Mocne TOro Kak Tbl BblAfellb C cailTa, rge BBOAM JIMYHYHO MHOPMaLMIO, 3aiian B
HacTpoiKu 6paysepa 1 yaann cookies;

7. Mepuogmyeckun NpoBepsii Kakue niaTHble YCyri akTUBUPOBaHb! Ha TBOEM HOMEpE;

8 [laBain cBOW HOMep MOOGWILHOrO Tened)oHa TONbKO NHOAAM, KOTOPbIX Thbl 3HaeLlb U
LIOMY [l0BepsieLLb;

9. Bluetooth gomkeH ObITb BbIK/IHOYEH, KOrAa Thl MM He MNOMb3yellbcsl. He 3abbiBal
MHOra NpoBepsThb 3TO.

Online wrpbl

COBpEMEHHbIE  OHMAH-Urpbl - 3TO KPacOUYHble, 3axBaTblBatOLLMe pPa3B/EYEHMS,
06beaVHSIOLLME COTHU ThICAY YeNoBeK Mo BCEMY MUPY. MIrpOKM MCCNeayrtoT AaHHbIA UM Mup,
06LLIAOTCA APYT C APYrOM, BbIMOMHSAOT 3aaHus, CPaKatoTCs C MOHCTpaMM W NOAyYatoT OfbIT.

3a yA0BO/MbCTBME OHM MMATAT: MOKynaro! AMCK, onnauvBatOT abOHEMeHT WM npuobpeTaroT
KaKvie-To onuuu.

Bce aTm cpeactBa MAyT Ha noagepaHue W PasBUTWE WUrpbl, a TakkKe Ha camy
6e30MacHOCTb; COBEPLLEHCTBYHOTCS CUCTEMbl aBTOPM3aLWK, BbIMYCKAKOTCA HOBblE MaTyu

(umapoBbIe 3aniaTkv /18 NPOrpamM), 3aKpbIBaroTCA YA3BMMOCTU CEPBEPOB.

B nofgo6HbIX Mrpax CTOMT OMacaTbCs HC CTO/IbKO CBOMX COMEPHMKOB, CKOMbKO Kpaxu
TBOEro Mapossi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpM3aLMK 6O/bLLIMHCTBA UIp.

OCHOBHble COBETbI M0 6e30MacHOCTX TBOErO UIPOBOIO aKKayHTa:

1 [enwn gpyrovi urpok Befet cebs nioxo Wim cosfaet Tebe HeNPUATHOCTK, 3a6N0KMNPYI
ero B CM1CKe UrPOKOB;

Moxanyincs agMUHUACTPATOpaM Wrpbl  Ha MI0X0e MOBeAeHWEe 3TOr0  WrpokKa,
XXenaTenbHO NMPUIOXKUTb KaK1e-To [oKa3aTe/bCTBa B BULE CKPUHOB;

He ykasbiBail IMYHYO MHA(OPMaLMIO B Npogaiine urpbl;

YBaxaii Apyrux y4acTHUKOB N0 Wrpe;

He ycTaHaBnmBaii HeomumaibHble NaTyy v MOfbl;

icnonb3yid CnoXHble 1 pasHble Naponu;

[lake BO Bpemsi Urpbl He CTOMT OTKOYaTb aHTMBMPYC. [OKa Tbl Wrpaellb, TBOM
KOMMbHOTEP MOTYT 3apasuThb.

N

~Nous W

OULLKHT MK KpadKa NIMYHbIX AaHHbIX

OOGbIYHON KpaXKeid feHer U [OKYMEHTOB CErOAHs YXKE HUKOTO He YAMBHWLbL, HO C
Pa3BUTMEM  WHTEPHET-TEXHOMOTUIA  3MOYMBILLNEHHVKA  MEPEMECTUIMCL B WMHTEPHET, W”
MPOAOMKAOT 3aHUMATLCS «/IOBUMbIMY IE/IOM.

Tak nosBunach HOBasi yrpo3a: WHTEPHET-MOLLEHHMYECTBA WM (DULLMHT, TNaBHas LE/b
KOTOPOro COCTOMT B MOMYYEHUM KOH(UAEHLMANbHBIX [aHHbIX MONb30BaTeneil — NOrMHOB W

naponeit. Ha aHrnuninckom s3bike phishing untaetca Kak gumwwmnHr (o1 fishing — pbibHas nosns,
password — naposb).

OCHOBHbIe COBETbI N0 60pb6E € OULLMHIOM:

1 Cnegn 3a cBOMM akkayHTOM. Ecin Tbl nofo3peBaellb, YTO TBOS aHKeTa Oblna

B3/IOMaHa, TO Heo6X0oAVMMO 3a6/0KMPOBaTb €€ 1 COOBLMTbL afMUHUCTPATOPaM
pecypca 06 3TOM Kak MOXHO CKOpee;



2. Wcnonb3yii GesonacHble Be6-caliTbl, B TOM 4MCle, WHTEPHET-MarasuHoB MU
MOVCKOBbIX CUCTEM;

3. Wcnonb3yli CnoXHble 1M pasHble naponu. Takum 06pas3om, ecnn Tebs B3NOMatOT, TO
3N0YMbILUNEHHWUKM NOYYaT AOCTYN TOMbKO K OAHOMY TBOEMY MPOQUIIK0 B CETU, a He
KO BCEM,;

4. Ecrm Teba B3nOMaM, TO HEOOXOAVUMO MpeayrnpeanTb BCEX CBOMX 3HAKOMbIX,
KOTopble A06aBneHbl y Tebsi B Apy3bsiX, O TOM, YTO Tebs B3/IOMann W, BO3MOXHO, OT
TBOEro MMeHn GyfeT pacchblnaTbCst CraM U CCbIIKN Ha (ULLMHIOBbIE CalTbl;

5. YcraHoBY HafexHbIn naposb (PIN) Ha MOBUBHBIN TeneqoH;

OTKNOUM coXpaHeHne napons B bpaysepe;

7. He oTkpbiBali (haitnbl U Apyrue BAOXKEHUS B MUCbMaxX AaXe €CIM OHW NPULLAN OT
TBOWX fpy3eit. Jlydlle YTOUHW Y HUX, OTNPaBAAAN X OHW Tebe 3T (aiinbl.

She

Lincpposas penyTaums

Linchposas penyTauus - 3T0 HeraTMBHas WM MO3UTMBHAs MH(OpMauus B CeTh O Tebe.
KomnpomeTupytowas MHpopMaumns pasmelleHHas B MHTEPHETE MOXET Cepbe3HbiM 06pa3om
OTPasuUTLCA Ha TBOEW peasibHOW »M3HW. «LlndpoBas penyTauus» - 3T0 TBOM UMUK, KOTOPbIN
(hopmupyeTcs U3 H(opMaLMmn 0 Tebe B UHTEPHETE.

TBOE MECTO XMTENbCTBA, Y4ebbl, TBOE (DHAHCOBOE MOMOXEHWE, OCOGEHHOCTM XapaKTepa
1 pacckasbl 0 6/IM3KUX - BCE 3TO HaKar/jMBaeTCs B CETH.

MHorve noApoCTKN NErKOMbICIEHHO OTHOCATCA K Ny6AMKaumy NMYHOW MH(opMauumn B
WHTepHeTe, He MOHUMAs BO3MOXHbIX MOCNEACTBUIA. Thl AaXe He CMOXELUb J0rafatbCs O TOM,
yTo (hoTOorpatns, pasMeLLieHHas 5 neT Hasagd, cTana NPUYUHON 0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapun, pasmelleHve TBoux hoTorpaduii v gpyrue [eidcTBMA MOTYT He
NCYE3HYTb faXKe MoCne TOro, Kak Tbl UX YAanvib. Tbl He 3Haellb, KTO COXpaHWA 3Ty
MH(opMaLWio, nonana /i OHa B MOWCKOBbIE CUCTEMbI W COXPaHU/IACh /M OHa, a FNaBHOE: YTOo
nogymaroT 0 Tebe OKpyXKarollee /tOAW, KOTOpble HalayT W yBUAAT 3T0. HailTu nHgopmaumto
MHOro feT( CyCcTsS CMOXET /000 - KaK M3 [J06pbIX MNOOYXAEHWIA, TaK U C HaMEPEHWEM
MPUYMHUTL .Bped. 3TO MOXKET ObITb KTO YrOAHO.

OCHOBHble COBETbI M0 3aLiMTe LM(PoBOM penyTauuu:

1 Tloaymaii, npexae 4Yem 4TO-TO Ny6MAMKOBaTb W nepefasaTh Y cebs B 6r10re wim B
CoLUMaNbHOM CeTw;

2. B HacTpoiikax npogumns ycTaHOBWU OrpaHUYeHns Ha NPOCMOTP TBOEro Npounns 1 ero
COZEPXXMMOTO, clienal ero ToNbKO «Ans Apy3eii»;

3. He pasmelaii 1 He yKasbiBaii MH(OPMaLMIO, KOTOPas MOXET KOro-nmbo ockop6isTb
Ui 0bmXxarb.

ABTOPCKOe npaso

CoBpeMEHHbIe  LIKOMbHUKU- aKTVBHbIE MOMb30BATENN  LIMPPOBOro  MPOCTPaHCTBaA.
OfHako faneko He BCe 3HAOT, YTO MOMb30BaHWE MHOTMMWU BO3MOXXHOCTSMW LM(POBOro Mupa
TpebyeT cO6M0AeHNS MPaB Ha UHTENNEKTYallbHY0 COOCTBEHHOCTb.

TepMUH  «MHTENNEKTYalbHasi COGCTBEHHOCTb» OTHOCUTCS K PasMYHbIM TBOPEHMSIM
Ye/IOBEYECKOr0 YMa, HauMHas C HOBbIX M30OPETEHMIA 1 3HAKOB, 0603HaYatoLLMX COBCTBEHHOCTD

na NPOAYKTbl M YCAYrW , W 3aKaHuMBas KHUramy, qoTorpagmsamy, KuHO(GUIbMaMKU 1
My3bIKa/IbHbIMU MPOU3BEAEHUAMMU.



ABTOpCKME MpaBa - 3TO MpaBa Ha UHTENNEKTYalbHYt0 COGCTBEHHOCTb Ha MPOU3BEAEHMS
HayKu, NTepaTypbl 1 UCKycCcTBa. ABTOPCKME MpaBa BbICTYMNAOT B KAUeCTBE rapaHTWu TOro, YTo
VHIeNNeKTYanbHbIA/TBOPYECKMIA TPy aBTOpa HC OyZeT HanpacHbIM, AacT eMy CrpaBefvBble
BO3MOXHOCTY 3apaboTaTb Ha pe3ynibTaTax CBOEro Tpyfa, MoMyuYnTb M3BECTHOCTb W MPU3HAHME.
HuvKTO 6€3 paspeLLeHnst aBTOpa He MOXET BOCMPOM3BOAUTL Er0 NPOMN3BEAEHMUE, PACNPOCTPAHATb,
My6AMYHO  [EMOHCTPUPOBaThb, MPOAAaBaThb, WMMMOPTMPOBATb, MyCKaTb B MPOKAT, My6/MYHO
NCNOMHATb, NOKa3bIBATL/UCMONHATL B 3Mpe WK pa3MeLLaTb B VIHTEpHeTe.

icnonb3oBaHve «nupaTCcKoro» nporpaMMHOro 06ecneyeHnss MOXET NMPUBECTU K MHOTUM
puCKaM; OT MOTepU [aHHbIX K TBOMM akkayHTam [0 G/I0KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOB/EHHbI He neranbHas nporpamma. He CTOMT Takxke 3abblBaTb, UTO CYLUECTBYET
neraibHble 1 6ecnnaTHble NPorpaMmMbl, KOTOPbIE MOXHO HalATU B CETMW.

O nopTaue’

CeTeBMYOK.pp - TBOW rNaBHbIA COBETYMK B CeTW. 3fecb Tbl MOXEWb Y3HaTb O
6e30MacHOCTV B CETU MOHATHBIM U LOCTYMHbIM fA3bIKOM, & NPY BO3HWKHOBEHWUM KPUTUYECKOM
CuUTYyaumy 06paTUTbCA 3a COBETOM. A TakXe MNPUHATbL y4vacTMe B KOHKypcax W CTaTb CaMbiM
LMPpPOBbLIM rpaXkaaHUHOM!



MpunoxeHune Ne3. MamaTka Aansa pogutenei 06 MHHOPMaLMOHHON 6e30MacHOCTMN AeTei

OnpegeneHve TepMUHA  «MH(OPMaLMOHHas 6e30MacHOCTb  AeTeil» COAepXKUTCS B
denepanbHOM 3akoHe No 436-P3 «O 3awmTte geteld 0T MHGOPMaLMK, NPUYUHAIOWENA Bpes MX
300P0OBbI0 N PasBUTUIO», PEryINPYIOWMM OTHOLLUEHWS, CBSi3aHHble C 3alyuTOn feTel oOT
MH(opMaLIMK, MPUYNHAIOLLE Bpea UX 340P0BbI0 1 (MNK) pa3BuUTUo. COrnacHo JaHHOMY 3aKOHY
«MHOPMALMOHHAsA 6e30MacHOCTb feTeil» - 3T0 COCTOSIHME 3aLMLEHHOCTM, MpPU KOTOPOM
OTCYTCTBYET PUCK, CBA3aHHbIA C MPUYMHEHMEM WH(OpMauueli Bpeda WX 340POBbIO W (MIN)
(hM3NYECKOMY, MCUXNYECKOMY, AYXOBHOMY, HPABCTBEHHOMY PasBUTMIO.

B cuny ®egepanbHoro 3akoHa Ne 436-P3 wuHpopmaumeit, NPUUMHSAIOLLEA Bpes
300POBLIO U (MNN) PasBUTUIO LETeEN, ABNSETCA:

2.

3

7.

8.

9.

MH(opMauus, 3anpeLleHHas Ana pacnpocTpaHeHWs cpeay aeTen;

MH(opmaLs, pacrpocTpaHeHue KoTOpoit OrpaHnyeHo cpeau
JeTell  onpefeNieHHbIX BO3PACTHbIX KaTeropuil.

K nH(opmaLmu, 3anpeLleHHon ans pacnpocTpaHeHns cpeau AeTeid, OTHOCUTCS:
NH(opMaums, nobyxaarowas feTeli K COBEPLUEHWIO AENCTBUIA, NPeAcTaBNSOLLIMX
Yrposy WX XMU3HU W (MUK) 300POBLIO, B T.4. NMPUUYMHEHUIO Bpeja CBOEMY 3L0POBbHO,
caMoyO6uiicTBy;

CMOCO6HOCTb BbI3BATL Y [A€Teil >KenaHue YNoTpebuTb HapKOTUYECKMe CpPefCcTBa,
MCUXOTPOMHblE 1 (WIK)  OfypMaHMBalOWye BellecTBa, TabauHble W3JeNns,
a/IKOTONIbHYK0 M CMMPTOCOLEPXalllyto  MPOAYKUMIO, MUBO W HAnuTKW,
M3roTaB/IMBaeMble Ha ero OCHOBE; MPUHATb yyacTve B a3apTHbIX Urpax, 3aHUMaTbCs
NPOCTUTYLWMER, BPOASHKHNYECTBOM WM NONPOLLANHNYECTBOM,;

000CHOBbIBAKOLLAA WM OMpasfblBatolias  LOMYCTUMOCTb  Hacuama  u - (1)
XXECTOKOCTU Nn60 nobyxjarolas OCYLLEeCTBNATb HaCUNbCTBEHHbIE [JeNCTBUS MO
OTHOLLEHUIO K /IIOAAM U XXMBOTHBIM;

OTPULAIOLLAA CeMelHble LEHHOCTU U (hOPMUPYIOLLAA HeyBaXKeHWe K poauTensm wu
(nnn) opyrum yneHam cembm;

OnpasfplBatoLLas NMPOTUBOMNPaBHOE MOBELEHNE;

cofiepXaLLas HeLeH3ypHYH bpaHsb;

10. cofeprkaLLas MHopMaLMio NOPHOrpauyecKoro Xxapakrepa.

K nHopmauyy, pacnpocTpaHeHne KOTOPO OrpaHWYeHO Cpeay [AeTeli OmnpeaeneHHOro
BO3pacTa, OTHOCUTCS:

1 wHdopmaums, NpeacTaBnseMas B BUAE M306PXKEHWSI UM OMUCAHWA YKECTOKOCTH,

3.

4.

(msnuyeckoro u  (MAM) MCUXUYECKOTO  HacWIus, MPecTynieHns W  WHOro
aHTMOOLLECTBEHHOIO AENCTBUS;

BbI3blBalOLLAA Yy [eTeil CTpax, yxac WM NaHWKy, B T.Y. MpeAcTaBisieMas B Buie
N300paXKEHNA WM OMUCAHUA B YHWXAOLLEA 4YenoBeveckoe [AOCTOMHCTBO (opMme

HEHaCW/IbCTBEHHON CMepTy, 3abofieBaHNs, CamOyOMINCTBa, HECYacTHOro Crydas,
aBapun NN KatacTpodbl 1 (M) UX NOCNEACTBUIA;

npeacTaBnsemMas n Buae M306PKEHNA UAN OMUCAHWS MOMOBbLIX OTHOLLEHUI MeXAy
MY>KUMHOI U YKEHLLMHO;

cofiepxxalliasi 6paHHble CNoBa W BbIPXKEHWS, HE OTHOCALLMECS K HELleH3YpHOI GpaHu,

C yuetom atoro Bam npegnaratorca npasuna paboTel B CeTU NHTEPHET 418 Pas/nyHbIX

BO3pACTHbIX KaTeropuii, CO6MtOfeHMe KOTOPbIX MO3BOAUT 06eCneyYnTb WMH(OPMaLVOHHYIO
6€30MacHOCTb BalLKX [AETeiA.

O6Luye npasLLa Ans poanTenell



1 HesaBucMmo OT BO3pacTta pebGeHKa WCMONb3yiTe MNporpaMmHoe  obecreveHue,
nomMoraroLlee (UAbTPOBaTb W KOHTPONMPOBATb WMH(OPMALMKO, HO He MonaraiTech
MO/IHOCTbIO Ha Hero. Ballle BH/MaHVe K pebeHKy - rNaBHbI METOL, 3aLLmTbI.

2. Ecnm Baw pebeHOK UMeeT akKayHT Ha O4HOM U3 coumanbHbIX cepsucos (LiveJoumal,
blogs.mail.ru, vkontakte.ru w Tr.n.), BHUMATE/NbHO M3yunTe, KaKyl VH(OpMaLMIO
MOMELLIAtOT €ro YYaCTHUKM B CBOMX NPOogmnnsx u 6orax, BkaoYas hotorpaduv 1 BUAEO.

3. TlpoBepbTe, C KaKUMK APYrMK caliTaMn CBs3aH COLManbHbIA cepBuc Ballero pebeHka.
CtpaHnukm Bawero pebeHka MOryT 6bITb 6€30MacHbIMM, HO MOTYT U COAEPXaTb CCbIKU
Ha HeXxenaTeslbHble U OMnacHble CaiTbl (Hanpumep, MOPHOCANT, UK CalT, Ha KOTOPOM
Jpyr yrnoMMHaeT HOMep COTOBOro TenehoHa Bawlero pebeHka wnv Baw gomaluHwia
afipec)

4. TMoowpsinTe Bawmx paeTeli coobllath 060 BCEM CTPAHHOM WM OTTA/IKMBAKOLLMM U He
C/IMLLKOM OCTPO pearvpyiTe, Korfa OHv 3T0 fenatoT (13-3a OraceHns NoTepsaTb JOCTYN K
WHTepHeTy [eTu He roBOPAT poauTeNnsaM O npobrieMax, a Takke MOryT HavaTtb
1CMNoNb30BaTh IHTEPHET BHe [OMa U LLKOSbI).

5 byabTe B Kypce CeTeBOW >XM3HM Ballero pebeHka. VIHTepecyiTecb, KTO MX ApY3bs B
NHTepHET Tak e, KaK MHTepecyeTech peasibHbIMU ApY3bSMU.

BospacT oT 740 BreT

B NHTepHeTe pebGeHOK CcTapaeTcs MOCETUTb Te WM WHble CaiiTbl, @ BO3MOXHO W YarTbl,
paspeLleHVie Ha MoceLLeHne KOTOpbIX OH He Mony4un 6bl OT poguteneid. Moatomy poauTensm
0COGEHHO none3Hbl OyayT Te OT4YeTbl, KOTOpble MPeAOCTaBMAOTCA nporpamMmmamy o
OrPaHUYEHNIO WCMOMb30BaHNA WIHTepHeTa, T. €. POAWUTENbCKUA KOHTPOAb WM TO, 4YTO Bbl
CMOXETe YBUAETb BO BPEMEHHbIX (haiinax. B pesynbTaTe, y pebeHKa He OyAeT OLlyLeHUs, YTo
3a HAM BeAeTCA MOCTOSHHbIA KOHTPO/b, OAHAKO, poauTenn OyayT no-npeXxHemy 3HaTb, Kakue
cainTbl nocewaet mx pebeHok. [etn B JaHHOM BO3pacTe 061afat0T CU/bHBIM YyBCTBOM CEMbM,
OHW [0BEpPYMBbI M He COMHeBalTCA B aBToputeTax. OHW NOGAT Urpatb B CETEBblE Urpbl U

MyTeLecTBOBaTb Mo VIHTEPHETY, UCMO/b3Ys 3M1EKTPOHHYO MOYTY, 3aXOAUTb Ha CaliTbl U YaTbl,
He PEKOMEH/I0BaHHbIE POAUTENAMM.

CoseTbl N0 6e30MacHOCTN B CeTn VIHTepHET ans aeteli 7-8 net

1 Co3spaiiTe CIMCOK AOMALLHUX MPaBUN NocelleHnst IHTepHeTa Npy yvyacTumn JeTein un
TpebyliTe ero BbINOHEHWS.

2. Tpebyinte oT Bawero pebeHka COOMOMEHVS BPEMEHHbIX HOPM HaxOXAEHWs 3a
KOMNbIOTEPOM. lMoKaxkuTe pebeHKy, YTo Bbl HabofaeTe 3a HAM He NOTOMY 4TO Bam
3TO X04eTcs, a NOToMy YTO Bbl 6ecrokomTech 0 ero 6e30MacHOCTU ¥ BCerfa roToBbl
emy MomMoub.

3. KomnbtoTep ¢ NoAKItoYeHeM K HTEpHETY [O/MKEH Haxo4uTbCA B 06LUE KOMHaTe
nog NPUCMOTPOM POAUTENENA.

4. cnonb3yinTe crneunanbHble LeTCKNE MOVCKOBbIE MaLLWHbI.

5. Vcnonb3yiite cpeactsa 6/10KMPOBaHUA HEXENaTe/IbHOr0 KOHTEHTa Kak JOMNOSIHEHME K
CTaHAapTHOMY POAMTENbCKOMY KOHTPOSHO.

6. CosgaiiTe CeMeiHbI 3MEeKTPOHHbLIA  ALWMK, 4TOObl HE MO3BO/INTL AETAM UMETb
COOCTBEHHbIE aapeca.

7. BnokupyiiTe [OCTyn K caiTam ¢ 6ecnnaTHbIMK MOYTOBLIMU ALMKAMU C MOMOLLBIO
COOTBETCTBYHOLLEr0 NMPOrpaMMHOro obecreyeHus.

8. TMMpuyunTe peTeil coBeToBaTbCA C Bamy nepes ony6sMKoBaHMEM  KakOn-Mbo
MH(OpMaLUN CPeLcTBaMM 3/IEKTPOHHOW MOYTbI, YaToB, PErucTPauMOHHbLIX (HOpM K
npodune.

9. HayumTe pgeteil He 3wpyxaTb (halinbl, MNporpaMmbl WUAM  My3blKy 6e3 Ballero
cornacus.



10. He paspeLuaiite AeTAM MUCMO/b30BaTh CNY>KObl MTHOBEHHOTO 06MeHa COOBLLEHNAMM.

11. B «6efblit» CNCOK CaTOB, paspeLleHHbIX 415 MOCELLeHUs, BHOCUTE TOMbKO CaiTbl C
XOpOLLel penyTaume.

12. He 3abbIBaliTe 6ecefoBaTh C feTbMU 06 UX ApY3bsX B VIHTepHETe, Kak ecin Obl pedb
LUNa 0 APY3bAX B peasbHOM XXU3HW.

13. He pgenainte «Taby» M3 BONPOCOB MO/OBOM XKU3HW, TaK Kak B VIHTepHeTe feTn MoryT
NErko HaTKHYTbCS Ha NOPHOrpatMio UM CaiTbl «f/1s B3POC/IbIX».

14. MpuyunTte Bawero pebeHka coobuiaTb BaM O JO6LIX Yrpo3ax WM Tpesorax,
CBsA3aHHbIX C HTepHeTOM. OcTaBaiTeCh CMOKOMHBIMW Y HANOMHUTE JETAM, YTO OHU
B 6€30MacHOCTW, €c/M caMWl pacckasaim BaM O CBOMX TpeBorax. lloxsasmte ux v
MOCOBETYITE MNOJOWTN elle pa3 B MOA0OHbLIX CNy4asnX.

Bo3pacT geTeli 0T 940 12 neT

B faHHOM BO3pacTe [eTW, Kak NPaBW/o, YXKe Hac/blllaHbl O TOM, Kakasi MHGopMaLms
cywectByeT B VHTepHeTe. COBEpLUEHHO HOPMasbHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTS,
yCnbIWatb. [pu 3TOM HY>KHO MOMHWUTb, YTO AOCTYM K HEXeNnaTelbHbIM MaTepuanaM MOXHO
NErKo 3a6/10KMPOBaTh NPy NMOMOLLM CPeACTB POANUTENLCKOTO KOHTPONS.

CoBeTbl N0 6€30MacHOCTU Ansa ae Teli oT 9 a0 12 net

1 CospaitTe CNMCOK AOMaLIHMX NpaBUA NOCELLeHNs VIHTepHET Npy yyYacTun feTeld u
TpebyiiTe ero BbINOMHEHNSI.

2. Tpebyiite oT Bawero pebeHka COOMOAEHNS HOPM HAXOXAEHNS 38 KOMMbIOTEPOM.

3. Habntopgaiite 3a pebeHKOM Mpu paboTe 3a KOMMbIOTEPOM, MOKKUTE emy, 4TO Bbl
6ecrnokomnTech 0 ero 6e30nacHOCT! 1 BCerga rotToBbl 0Ka3aTb emMy MOMOLLb.

4. KomnbloTep € NOAK/MOYEHNEM B VIHTEPHET JO/MKEH HaXOAWUTbCA B O6LLel KoMHaTe
nog, NPUCMOTPOM POLUTENEN.

5. Wcnonb3yiTe cpefcTBa 6/10KMPOBAHNA HEXeNaTe/lbHOro KOHTEHTa Kak [OMOJHeHWe K
cTaHZapTHOMY POAMTENbCKOMY KOHTPOSIO.

6. He 3abbiBaiiTe NpYHUMATL HEMOCPELCTBEHHOE y4acTue B XXM3HW pebeHKa 6ecefoBaTb
C feTbMu 06 UX Apy3bax B HTepHeTe.

7. HactauBaiite, 4T06bI LETU HUKOrAA HC COr/alLanMCh Ha NMYHbIE BCTPEYUM C APY3bAMU
no IHTepHeTy.

8. TlMo3BonsinTe AeTAM 3ax04uTb TOMbKO Ha CaliTbl M3 «Benoro» Cnmcka, KOTopblii
CO3/aiiTe BMECTE C HAMM.

9. Mpuyuute pAeTell HUKOr4a He BbiAaBaTb JIMYHYHO MH(OPMALMIO  CpeacTBaMM
3NEKTPOHHOM MOYTbl, 4aToOB, CWCTEM MFHOBEHHOrO 0OMeHa COOGLLEHMAMY,
PErmcTPaLMoOHHbIX (HOPM, JIMYHBLIX NPOgMNel U NpU PErncTpaumMm Ha KOHKYpCbl B
MHTepHeTe.

10. MpuyunTe OeTeil He 3arpykaTb Mporpammbl 6e3 Baiuero paspelueHus. OO6bsCHWUTE
MM, YTO OHW MOTYT CAy4YaiiHO 3arpysuTb BUPYCbl WM [APYrOe HeXenatesbHoe
NporpaMmmHOe 0GecrneyeHme.

11. Co3paitTe Bawlemy pebeHKY OrpaHMYeHHYH Y4YeTHYH 3anucb Ans paboTbl Ha
KOMIbIOTEpE.

12. Mpuyuunte Bawero pebeHka cooblwatb BaM O JHOObIX Yrposax WM Tpesorax,
CBfA3aHHbIX C HTepHeTOM. HanomHuTe feTam, YTo OHW B 6€30MacHOCTW, eciin camm
paccKasasm Bam 0 CBOMX TPEBOrax 1 OnaceHusx.

13. PacckaxuTe feTam 0 nopHorpauu B IHTepHeTe.

14. HacTtauBaiiTe Ha TOM, 4YTOObI [ETU NPeLOCTaB/AN BaM LOCTYN K CBOEN 3/1eKTPOHHOA
nouyTe, YToObI Bbl yOEANINCH, YTO OHM He 06LAKOTCS C HE3HAKOMLAMMU.

15. O6bACHUTE  [eTAM, UTO He/b3d  UCMOMb30BaTb CeTb A1 XY/IMFaHCTBa,
pacnpocTpaHeHus CnieTeH Un yrpos.

~—~



BospacT geTeli oT J3 10 17 neT

B 3TOM BO3pacTe MOAPOCTKM aKTUBHO MCMO/b3YHOT MOUCKOBbIE MalUWHBbI, MOMb3YHTCS
3NIEKTPOHHOM MOYTON, CNy>K6amyM MIrHOBEHHOrNO OOMeHa COOOLLEHUAMM, CKaunBarOT My3blKy U
(nnbMbl. Manbymkam B 3TOM BO3pacTe 60/blle MO HpaBy CMeTaTb BCE OrpaHUYeHUs, OHW
XaXXayT rpy6oro romopa, asapTHbIX Urp, KapTUHOK «4/1s B3POC/bIX». JEeBOYKM NpegnovntaoT

obLaTbC B uaTax, NpUM 3TOM OHWM ropa3so 6Gonee YyBCTBUTE/bHbI K CEKCYaslbHbIM
JoMoraTenscTeam B VIHTEpHeTe.

'3auacTyto B ;JaHHOM BO3pacTe POAUTENSM YXKe BECbMa CI0)KHO KOHTPOMMPOBaTb CBOMX
JIeTel, TaK Kak 00 VIHTEPHETE OHM YXKE 3HAOT 3HAUMNTENbHO OOMbLUEe CBOUX poauTeneid. Tem He

MeHee, He OTNYyCKaiTe [eTeil B «CBOOOAHOe nnaBaHMe» No MHTepHeTy, CTapaiiTecb aKTMBHO
y4acTBOBaTb B 00LLIEHUN pebeHKa B VIHTepHeTe.

BaxHO mo-mpexkHemy CTporo cobmogatb npaBwuna  VIHTepHeT-6e30nmacHOCTU -
cornalleHne Mexay poautensmv u getbMu. Kpome TOro, HeobXoAyMO Kak MOXHO uYalle
npocMaTpmBaTb OTYETbl O AeATENbHOCTU AeTeli B VIHTepHeTe. CneayeT 06paTuTb BHUMaHWe Ha
HEeo6X04MMOCTb COAEPXKaHUA POAUTENLCKMX Naposeit (naponeit agMUHUCTPATOPOB) B CTPOrOM
CEKpPeTe 1 00paTUTb BHUMaHWE Ha CTPOrOCTb 3TUX Maponeil.

CoBeTbl N0 6e30MacHOCTY B 3TOM Bo3pacTe oT 13 Ao 17 net

1 Co3sgalitTe CNMCOK [JOMalLUHWMX MpaBun MnoceweHns VIHTepHeTa npu  yvacTuu
NOAPOCTKOB W TpebyiiTe 6e3ycNoBHOIO ero BbINOMHeHUs. O6rosopute ¢ pebeHKoM
CMMCOK 3arpeLleHHbIX CaTOB («YepHbIi CMMCOK»), 4acbl paboTbl B WHTepHETE,
PYKOBOZCTBO MO 06LLeHN0 B VIHTepHETe (B TOM YKUC/e B YaTax).

2. KomnbloTep C NOAKIHOYeHWEM K ceTu VIHTepHeT A0/KeH HaxOAuTbCs B 06LLUEi
KOMHare.

3. He 3abbiBaiiTe GecefoBaTb C feTbMU 06 HX ApYy3bsX B VIHTEpHETE, 0 TOM, YeM OHM
3aHATbl Takum 006pas3oM, OyaTO pedb MAET O [APY3bsSIX B PeabHOM  XKU3HW.
CnpawwuBaiiTe 0 NOAAX, C KOTOpPbIMA AeTW 06LATCA MOCPeACTBOM  CyX6
MIHOBEHHOI0 06MeHa CO06LLEHNAMK, YTOObI YOeANTLCA, YTO 3TN /IFOAN UM 3HAKOMbI.

4. Wcnonb3yiTte cpecTBa 6/10KMPOBAHNA HEXeNaTe/IbHOro KOHTeHTa Kak [0MNoJIHEHME K
cTaHfapTHOMY PoAWTENbCKOMY KOHTPOSIHO.

5 HeobxoguMo 3HaTb, KakMMK YaTamu MOMb3ylOTCs Bawm fgetn. [Moowpsiite

1CNONb30BaHNE MOJEPUPYEMbIX YaTOB M HacTauBaiTe, YTOObI AETU He 06LIANNChL B
MPUBATHOM PEXVME.

6. HactauBainTe Ha TOM, 4TOObl [ETWM HUKOrfa He BCTPEYa&/IMCb IMYHO C APY3bAMU U3
ceTun VIHTepHeT.

7. MNpuyunte [eTell He BblgaBaTb CBOK JIMYHYK  MH(OPMaUMIO  CpeacTBamm
3NEKTPOHHOM  MOYTbl, 4aToOB, CWUCTEM MrHOBEHHOTO O0OMeHa COOGLLEHUAMY,

PErMCTPaLMOHHBIX (HOPM, NIMYHBLIX MPO(UAEA 1 NpU perncTpayuy Ha KOHKYPCbl B
WHTepHeTe.

8. MMpuyunTe geTeli He 3arpyxaTb Mporpammbl 6e3 Baiuero paspelieHus. OObsCHUTE

MM, 4YTO OHM MOTYT C/ly4yaiiHO 3arpy3uTb BMPYCbl WM [PYroe Hexenate/bHoe
nporpaMMHoe ob6ecrneyeHve.

9. TlMpuyunte Bawew pebeHKa €006OWIATL BaM O /tOBbIX Yrposax WM TpeBorax,
CBA3aHHbIX C VIHTEpHETOM. HanomHuTe AeTaM, YTO OHM B 6€30MacHOCTW, Civ caMu

pacckasanu Bam, O CBOMX Yyrposax Wam TpeBorax. [MoxBanuTe WX W NOCOBETYIATE
MOLONTM eLLe pa3 B NOAOOHbLIX Cy4asXx.

10. Pacckaxkute aetsM O nopHorpadguu B VIHTepHeTe. TloMoruTe UM 3alUMTUTLCS OT
cnama. HayuuTte nMOLPOCTKOB He BblJaBaTb B VIHTEPHETE CBOEro peasibHOro
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3MIeKTPOHHOIO afpeca, He OTBeYaTb HAa HeXenateflbHble MUCbMa W WCMOJb30BaTb
CcreuuasibHble NoYToBble PUILTPBI,

11. MpuyunTe cebs 3HAKOMUTLCA C cali ramu, KOTOPbIE MOCELLAKT MOAPOCTKM.

12. HayuwnTe geTell yBaxKaTb ApYruX B MHTEpPHETE. Y6eanTech, YTO OHM 3HAKOT O TOM, UTO
npasuna XOpoLLero noBeAeHVs LeCTBYIOT Be3fle — AaXe B BUPTYa/lbHOM MUpe.

13. O6bACHMUTE [eTAM, 4YTO HM B KOEM C/y4yae Henb3sa ucronb3oBatb CeTb A1
XYNUraHcTBa, PacnpoCTPaHeHWs CreTEH UM Yrpo3 ApYTrM THOAAM.

14. ObcyauTe ¢ NOAPOCTKaMU NPO6/1eMbI CETEBbIX a3apTHBIX UIP U UX BO3MOXHbIN PUCK.
HanomHuTe, YTO fIeT He MOrYT UrpaTh B 3TU UrPbl COTMIACHO 3aKOHY.

MOCTOAHHO KOHTPOAMPYWTE WCMNOMb30BaHNE VIHTepHeTa Bawumm pebeHkom! 310 He
HapyLUeHWe 'ero NMYHOrO MPOCTPAaHCTBA, a Mepa MPesoCTOPOXHOCTU W MposiBieHve Baleld
POANTENLCKO OTBETCTBEHHOCTN 1 3a60Thl,



